[Ipunoxenue 2
K 00s13aTesbHOM nHOpMaLUK
JUIs pasMellleHMs Ha canTe

HHP®OPMALNOHHAS ITAMSITKA
JUISI OBYYARKOINUXCSL TSI PASMEIEHUS
HA OOHINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'0JIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & MIKOJIb-
HUKH OJHH U3 CaMbIX aKTUBHBIX MoJb3oBareiedl Pynera. Mexay tem, noMuMo
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HeceT U NpodiieMbl. JTa ramMsr-
Ka J0JKHA IIOMOYb TeOe Oe3011acHO HaX0/IMThCs B CETH.

KoMIibiorepHblie BUPYChI

KoMInbroTepHblii BUPYC - 9TO Pa3HOBM/IHOCTH KOMIIBIOTEPHBIX HPOIpamM,
OTIMYUTENILHOH OCOOEHHOCTBIO KOTOPOI SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKCHHIO.
B nonosHenue K 5TOMy, BUPYChl MOTYT MOBPEIUTH UM MOJTHOCTBIO YHUYTOKHUTE
Bce (haiinpl M gJaHHBIE, TOJKOHTPOJIBHBIC MTOJIB30BATEII0, OT KMEHH KOTOPOTO ObLIa
3anylleHa 3apa)keHHasi IporpaMma, a TakKXKe IMOBPEAUTh WIH JaKe YHHYTOXKUTD
OIIEPALIMOHHYIO CUCTEMY CO BceMHU (aiyiaMu B LenoM. B OonpliMHCTBe ciaydaeB
PacrpoCTpaHsOTCS BUPYChl Yepe3 HHTEpHET.

MeToibl 32U ThL OT BPEIOHOCHBIX [IPOrpamMm:

1. Mcnionp3yii coBpeMeHHbIE OlEpalMOHHBIC CUCTEMbl, MMEIOUIHE Cepbes-
HBIH yPOBEHb 3allMThl OT BPEJIOHOCHbBIX IPOIpaMM;

2. IloctostHHO ycTraHaBinuBail na4ytu (UMQpPOBbIC 3aIlJIATKH, KOTOPbIE aBTO-
MaTHYeCKH YCTaHABIIMBAIOTCS C LEJbI0 J0paboTKU IPOrpaMMbl) U JApyrue 0OHOB-
JIeHHsT CBOEH onepalMoHHOH cucTeMbl. CKauuBail MX TOJLKO ¢ O(MUUMAILHOIO
calita paspaboruuka OC. Ecim cyuecrByeT pexHUM aBroMaTH4ecKoro oOHoBlle-
HUSl, BKJIIOYH €ro;

3. Paboraii Ha cBOEeM KOMIIBIOTEpE I10/1 [IpaBaMHU I10J1b30BaTEJIs, a He aJIMU-
HuUCTparTropa. TO HE I103BOJIMUT 60.HI>IIII/IHCTB)/ BPCJOHOCHBIX 11POI'paMM HHCTAJIH-
pOBAaThCS Ha TBOEM NEPCOHAIIBHOM KOMITBIOTEPE;

4. Mcnoab3yil aHTUBUPYCHBIE [POIPAMMHBIE [POJYKThI M3BECTHBIX MPOU3-
BOJIUTEJICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0as3;

5. Orpanuub GU3MUECKHH JIOCTYII K KOMIIBIOTEPY JUIS IOCTOPOHHMX JIMLI;

6. Mcrnonp3yii BHEIIHUE HOCHUTEIM MH(pOPMAalMK, TaKHe Kak Quiellka, JHUCK
WK (haitsl U3 MHTepHEeTa, TOJILKO U3 IIPOBEPEHHBIX HCTOYHUKORB;

7. He orkppiBaii KOMIBIOTEpHBIE (paiiiibl, MOJYYEHHBLIC W3 HEHAICKHBIX HC-
TOYHUKOB. /laxke Te (ailyibl, KOTOpbIE MPHUCIAl TBOH 3HAKOMBIH. Jlyule yrounu y
Hero, OTIIPaBJIs/I JIM OH Tehe uX.

Ceru WI-FI

Wi-Fi - 910 He BUW/I 1lepe/iayuu JIaHHBIX, HE TEXHOJIOTUS, a BCEr'o JIMIIb OpeH/,
mapka. Eme B 1991 roay Hupepianjickas KOMIIAHWA 3aperucTpupoBata OpeH/



"WECA", uyro obo3nauano cinosocoyeranue "Wireless Fidelity", koropslii nepe-
BOAMTCS Kak "OecrpoBO/HAS TOYHOCTD".

Jlo Hauero BpemeHu jolna Jipyras adopeBuarypa, KOTopast siBJISIeTCsl TAaKOH
Ke TexHonorued. Dro abOpesuarypa "WIi-Fi". Takoe nazsanue Obulo JaHO ¢
HAMEKOM Ha CTaHJapT BbIcUIeH 3ByKoBOH TexHuku Hi-Fi, yTo B nepesojie o3Haua-
eT "BbICOKAsi TOYHOCTD .

Jla, OecruiaTHBIA MHTEpPHET-0CTYI B Kade, oTesIsiX U adporoprax sBjsieTcs
OTIMYHOM BO3MOXKHOCTBIO BbIXOJa B uHTepHeT. HO MHOrMe sKCreprbl CUMTAIOT,
yTo o0wenocrynHeie Wi-Fi cetn He sBIsIOTCS O€30MaCHBIMHU.

Cosertsl 110 O6e30macHocTy paboTbl B 00ue10cTyHbIX ceTsX Wi-f1:

1. He nepenagaii coro nuunyto uHbopmanuio yepes oduiepocrynnsie Wi-Fi
cetd. PaboTasi B HUX, KeJaTelIbHO HEe BBOJUTH 11apOJIH JIOCTYIIA, JIOTHHBI U KaKue-
TO HOMeEpa;

2. Vcnonp3yit 1 oOHOBJISIA aHTUBUpPYCHbIE IporpaMmbl U Opanamayep. Tewm
caMbIM Tbl o0e3onacuillb ceOst OT 3aKauyKu BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi orkmoun ¢pynkuuio "OO0muit goctyn k Qaii-
naMm U npuHtepaMm". JlaHHas (yHKLUMS 3aKpbITa [10 YMOJIYAHMIO, OJIHAKO HEKOTO-
pble MOJB30BATEIM aKTHBUPYIOT €¢ /I y/100cTBa MCIOJIb30BaHUs B padore Wilu
yuede;

4. He wucnoap3yi nyonuunsid WI-FI juis nepejadd JIMYHBIX JIaHHBIX,
HaIpyMep /ISl BBIX0/1a B COLIMATIBHBIC CETH HIIM B 2JICKTPOHHYIO [10YTY;

5. HMcnonb3yi Tonpko 3auuuiennoe coequuenue yepes HTTPS, a ne HT'TP,
T.€. pu Habope Beb-ajpeca BBoM uMeHHO "https://";

6. B mobunsnom Tenedone orkioun ¢pyunkuuio "llonxmouenue k Wi-Fi as-
tomaruueckn". He nomyckalh aBToOMaTH4eCKOro IOAKJIIOYEHMUS YCTPOWCTBA K Cce-
sim Wi-Fi 6e3 TBoero cornacusi.

CouunanpHble ceTH

CoupanbHbIe CeTH aKTHBHO BXOJAT B HAULY XHU3Hb, MHOI'HE JIIOJM padoTator
M JKMBYT TaM IOCTOSHHO, a B Facebook yike 3aperucrpupoBan Muiuidap/ 4ejioBex,
YTO SIBJISIETCS OAHOM CeAbMOM BCeX JKUTesleH IuiaHeTbl. MHOrue 110/1630Barelld He
OHUMAIOT, 4YTO MH(pOpMaLMs, pa3MelleHHas UMH B COLMAJIBHBIX CETAX, MOKET
OBITH Hal/eHa M HCII0JIb30BaHa KEeM YrogaHo, B TOM 4HCJIC HE o0s3arenpno ¢ OJa-
'MMH HaMepeHHSIMH.

OcHOBHbIE COBETHI 110 0€3011aCHOCTH B COLIMANILHBIX CETAX:

1. Orpanuub CnMcoK Jjpy3ei. Y 1edst B JIpy3bsiX HE JIOJKHO ObIThL Cily4ai-
HBIX U HE3HAKOMBIX JIFOJICH;

2. Banuuiail cBOO 4acTHYIO KU3HE. He ykasbiBaii maposiu, resedousl, ajpe-
ca, JIaTy TBOEro POXKJAEHHUS U JAPYIyIO JHUHYIO HH(POPMALHUIO. 3JI0yMbIILICHHHKH
MOTYT MCII0JIb30BaTh J1ake HH(POPMAIMIO O TOM, KaK Thl U TBOM POJIMTENIH IIJIaHHU-
pyeTe MPOBECTH KaHHUKYJIbI,

3. Bamuiai CBOIO peryTalyio - JACpKH ee B YMCTOTE M 3ajasail cebe Bo-
npoc: xoTeJs Obl Thl, YTOOBI JIpyrUe MOJL30BATEIM BUJICIH, YTO Thl 3arpyKaeiib?’
[Tonymaii, mpesx/ie 4em 4To-To OIyOJIMKOBaTh, HAIIMCATh U 3aIPy3HUTh;



4. Ecii TbI rOBOPHILL C JIOJIbMH, KOTOPLIX He 3Haellb, He UCIOJIb3YH CBOE
peasbHOe MM U JAPYIYIO JIMYHYI0 MH(POpPMAUMU: UMS, MECTO JKUTEIbCTBA, MECTO
y4eObl ¥ pouee;

5. M3berait pazmewienus ¢ororpaduii B Uurepuere, riae tol u300pakeH Ha
MECTHOCTH, [10 KOTOPOH MOKHO OIPE/CIHUTE TBOC MECTOMNOJIOKCHHE,

6. Ilpu perucTpauru B COLMAIBHON CETH HEOOXOAUMO MCIIONIB30BATE CJIOK-
HbI@ NIapOJIM, COCTOAIIME U3 OYKB U LIU(P U C KOJIMYECTBOM 3HAKOB HEe MeHee &;

7. JAng couMagbHOR CeTH, [0YTBI U JAPYIUX CAHTOB HEOOXOJIMMO HCIIOJIB30-
BaTh pasHble 1aponu. Torga ecau teds B3IOMAIOT, TO 3JI0YMBIIUICHHUKH 1OJTy4YaT
JOCTYT TOJBKO K OJTHOMY MECTY, a He BO Bce cpasy.

DNEKTPOHHBIE IEHBIH

DNEeKTPOHHBIE JIEHbI'H - ATO O4€Hb YJIOOHbBIH Cr10co0 IUIaTexe, 0/(HaKo Cy-
IECTBYIOT MOILUEHHHUKH, KOTOPBIE XOTST LIOJYYHUTh ITH JICHbIU.

DJIeKTPOHHBIC ACHBIY ITOSBUIMCH COBCEM HEJIABHO MU MMCHHO M3-3a 3TOr0 BO
MHOI'MX IOCY/IapCTBax J0 CHX I10p HE IMPOMNUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM (YHKIIMOHHPYIOT U O HUX YK€ IPONUCAHO B 3aKOHE, e
MX pa3/le/iAI0T Ha HECKOJIBKO BMJIOB - aHOHMMHBIE M He aHOHMMHbIe. Pa3Huua B
TOM, YTO @aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOJUTh onepanuu 6e3
HJIeHTU(PUKALKMK T0JIb30BaTEIIsl, @ B HEAHOHUMHbBIX HJICHTH(UKALMS [10J1b30BATESI
SIBJISICTCSI 00S3aTCIIBHOM.

Takxe ciie/lyer pa3imyarh 2JeKTPOHHbIE (PUaTHbIE JIeHbIW (paBHBI rocynap-
CTBEHHbIM BallOTaM) M JJIEKTPOHHbIC HeduaTHble ACHBIUW (HE paBHbI rocyjaap-
CTBEHHBIM BaJIOTaM).

OcHoBHbIE COBETHI M0 0e301acHOi padoTe ¢ MNIEKTPOHHBIMU JICHLI'AMM:

1. IlpuBsku K cdyeTy MOOMIIbHBIH TesieoH. DTO caMblil y100HbBIH U ObICT-
pBIf cr1oco® BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBsizanusiil TesieoH MoOMOXKeT, ec-
au 3a0yjienlb CBOHM IUIATEKHBIA 11apoJib WM 3aijlelllb Ha CailT ¢ HE3HAKOMOI'O
YCTPOWCTBA;

2. Ucnonp3y#t oxHopasosble napoid. Ilocne nepexojia Ha yCHIeHHYIO aBTO-
puzanuio Tede yxxe He OyJeT yrpokarb ONacHOCTh KPaKy MIIM llepexBaTa 11aTex-
HOTO MapoJis;

3. BpiGepu cnoxueli napossb. llpecrynnukam OyjeT HE NpocTO yrajaarb
CJIOXKHBIA nmapoiib. HasleskHbie maposiy - 9T0 1apoJid, KOTOpbIe COJCpKAT He MEHee
8 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOIMUCHBIE OYKBBI, IIU(MPbI U HECKOJIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, ¢yHTa, BOCKIMIATEIBHBIM 3HAK M T.II.
Hanpumep, $tROng!;;

4, He BBOJM CBOM JIMYHBIC JJAHHBIC HA CaliTax, KOTOPBIM HE JIOBEpsiellb.

DNeKTpOHHAs 1oYTa

DIEKTPOHHAs 104YTa - 3TO TEXHOJOIUS M MPEJIOCTABISEMBIE €10 YCIYTH I10
[EPEChUIKE U ITOJTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBbIE paclpeelstoTCs B
KOMITBIOTEPHOH ceTH. OOBIMHO JICKTPOHHBIH IOYTOBBIN SIIMK BBLITISAAUT CIE/1LY-
FOLUM 00pa3oM: UM _ToJib30BaTeNsi(@uMs_jjoMeHa. Taxxke kpome repejadu 1po-
CTOr0 TEKCTa, MMEETCS BOZMOXKHOCTH Mepe/iaBarh (haibl.

OcHOBHbIE COBETHI 110 O€3011aCHON padoTe ¢ IEKTPOHHOH TOYTOH:



1. Hago BbIOpaTh npaBUiIbHBIM MOYTOBBIA cepBUC. B uHTepHETE €CTb
OIpPOMHBIN BBIOOpP OECIIIaTHBIX TOYTOBBIX CEPBUCOB, OIHAKO JIY4IlIe JIOBEPSTDH TEM,
KOI'0 3Haellb U KTO MEePBbIH B peHTHHTE;

2. He yka3sbiBail B JIM4HOM nourte 1uuHyto uHbopmanuio. Hanpumep, jrydiie
BbIOpaTh "My3blKalbHbIA_(panat@" win "pok2013" Bmecto "rtemal3";

3. HMcnonp3yii JByXdTallHYI0 aBTOPU3AIMIO. DTO KOIJla MOMHUMO I1apoJis
HYHO BBOJMTb KOJI, IPUChUIaeMbIH 110 SMS;

4. BpiOepu cnokHbIN napoib. [l Kak/10ro No4TOBOIO sIIUKA JOJIKEeH ObITh
CBOM HAJIEXKHbIH, YCTOMYMBLII K B3JIOMY 1ap0Jib;

5. Eciu ecTh BO3MOMKHOCTH HalMcaTh CaMOMY CBOH JIMYHBIH BOIPOC, MC-
[OJIb3YH 3TY BO3MOMKHOCT;

6. Mcrionp3yil HECKOJIBKO MOYTOBBIX SILIUKOB. llepBblil 11 yacTHOH nepe-
ITUCKH C aJipecaTaMi, KOTOPBIM Thbl AOBEpsellb. DTO JIEKTPOHHBIM aJipec He Ha/l0
UCIIOIB30BaTh IPU PErHCTpalluy Ha (opyMax U cairax;

7. He orkpbiBaii (ailyibl U Apyrue BIIOXKEHUS B MUCLMAax, Jaxe ecjd OHH
NPUILIN OT TBOUX Apy3ei. Jlydue yToyHM y HUX, OTHPABISUIM JIM OHU Tede JTH
(bainbr;

8. Ilocne oxonvanusi paboTbl HA I[IOYTOBOM CEpBMCE IIepe)l 3aKpbITHEM
BKJIAJIKH ¢ caToM He 3a0y b Haxars Ha "BeiiTtu".

KuGepOyuiiHr 1 BUPTYaJIbHOE H3/1eBaTEIBCTBO

KubepOyiummnr - npeciiefioBanie COOOIIEHUAMM, COJEpKaLMMU OcKopOJIe-
HUSl, arPeCCHIO, 3allyrUBaHue; XYJIUIaHCTBO; COLMAlIbHOEe DOUKOTUPOBAHHE C T10-
MOLLBIO Pa3JIMUHBIX HHTEPHET-CEPBUCOB.

OcHoBHBbIE COBeTHI 110 DOphOe ¢ KUOEpOYILITMHIOM:

1. He Opocaiicst B 00, JIyummii crioco0: mocoBeTOBaTHCS Kak ceds BeCTH H,
€CIIM HeT TOro, K KOMY MOJKHO OOpaTUTbCS, TO BHa4ajle YCIIOKOUTbCS. Eciu Thl
Ha4yHellb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHMS, TO TOJBKO eule Oollblie
pazoxoKelllb KOH(IUKT;

2. YnpaBnsi cBoei kubepperyTaluuei;

3. AHOHMMHOCTH B ceTd MHUMas. CylecTBYIOT CIOCOObI BBISCHUTH, KTO
CTOMT 33 AaHOHUMHBIM aKKayHTOM;

4. He cTOoWT BecTH XyJHMranckui oOpa3 BUpTyaibHOH ku3nu. Muorepner
(bukcupyeTr Bce TBOM JICHCTBMS M COXpaHseT MX. YAajJuTh ux Oyjuer kpaine 3a-
TPY/AHHUTEIIbHO;

5. CoOmoait CBOIO BUPTYAIBHYIO YECTh CMOJIOY;

6. UrHopupyil eauHu4uHbIi HeratuB. OJIHOpa30Bble OCKOPOUTEIIbHbBIE CO00-
LICHUS Jiydlle UIrHOpupoBaTh. OOBIMHO arpeccus Npekpalaercss Ha HavdaJlbHOM
CTa/l1U;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMHU, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTEH OJIOKMPOBKH OTIIPABKM COOOILEHHUH ¢ OIIpe-
JI€JIEHHBIX a/IPecoB;

8. Eciin ThI cBusieTens kuOepOysumnra. TBou JleicTBuUsA: BLICTYIIUTDL IIPOTHB
npeclenoBarTess, oKa3arb eMy, 4TO €ro JeHCTBUs OLCHHUBAKOTCA HEraTHBHO, 110/1-
Jlep’KaTh KEePTBY, KOTOPOH Hy)KHa ICHUXOJIOMMYEecKas MOMOIb, COOOIUTh B3pOC-
JIBIM 0 (haKTe arpecCUBHOIO MOBEACHUS B CETH.



MobGunbubii Tenedon

CospemenHble cMapT(OHbI U IUIAHLIETHI COAEPXKAT B cebe BIIOJIHE B3POCIIbIii
(QYHKUHOHAN, ¥ Telepb OHU MOT'YT KOHKYPHUPOBATH CO CTAlMOHAPHLIMU KOMIILIO-
Tepamu. OJIHAKO, CPeACTB 3alIUThI JUISL IOA00HBIX YCTPOMCTB [10KA OYeHb MAJIo.
TecTpoBanue ¥ NOUCK yS3BUMOCTEH B HUX [IPOMCXOJUT HE TAK HHTEHCHBHO, KaK
i IK, To e camoe kacaercss U MOOMIIBHBIX [TPUIIOKEHUH.

CoBpemenHble MOOHIIbHBIE Opay3epbl YK€ NPAaKTHYECKH JOTHAIM HACTOJIb-
HbI€ aHaJIOrd, OJHAKO pacllvpeHHe (YHKIMOHAJIa BiledeT 3a c0o00i 00JIbLIYIO
CJIOKHOCTh ¥ MEHBIIYIO 3alUIIEHHOCTb.

Jlanexko He Bce MPOMU3BOJMTENN BblIIYCKAlOT OOHOBIICHMS, 3aKpbIBarOLIHAe
KPUTUYECKHUE YSI3BUMOCTH JUISE CBOMX YCTPOMCTB.

OcnosHble coBeTbl Jyist 0€3011aCHOCTH MOOMIBHOTO TesiedoHa:

Huuero ne siBisiercst no-nacrosiiemy OecrurarasiM. byib ocropoxeH, Bejb
Korja tede npexaarator 6ecIuiaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

Hymait, npexie yem ornpasuts SMS, ¢oto miaum Buiaeo. Tbl TOUHO 3HACLID,
rae oHu OyJlyT B KOHEUHOM uTore?

Heo0x011M0 00HOBIISITH ONEPAMOHHYIO CUCTEMY TBOCT'O cMapThoHa;

Vcronp3yil aHTUBUPYCHBIC [IPOIPaMMBbl /U1l MOOMIIBHBIX Telle()OHOB,;

He 3arpyxail npuioxeHHust OT HEM3BECTHOI'O MCTOYHMKA, BEAb OHU MOILYT
coJiep;kaTh BPEJIOHOCHOE [IPOrpaMMHOe 00ecIieyeHue;

ITocie Toro Kak Thl BbIAAEIb ¢ caifTa, Ije BBOAMII JMUYHYIO MH(POPMALMIO,
3aiiau B HacTpolku Opaysepa u yjaanu cookies;

[leproauyecku nposepsiil, KaKUe IU1aTHbIE YCIYI'H aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBait cBoli HOMep MOOWILHOrO TejeOHa TOJILKO JIKOJAM, KOTOPLIX Tbl
3Haellb U KOMY J0BEpseIlb;

Bluetooth noiken ObITh BBIKJIFOUEH, KOI'JIa Thl UM He Nosb3yeuibes. He 3a-
ObIBail HHOT/1a IPOBEPSTH ITO.

Online urpsr

CoBpemeHHbIe OHIIAMH-UIPBI - 9TO KPACOYHBIE, 3aXBaThIBAIOLIME pa3Bileye-
HHA, OG'I:»QL[HHSIIOH.IHG COTHH TbICsY HEJIOBCK I10O BCEMY MHDPY. I/IFPOKH HCCIICAYIOT
JAHHBIA UM MUp, OOLIAKOTCS JIPYT € JPYrOM, BBIIOJIHSIOT 3a/1aHusl, CPaXKaloTcs ¢
MOHCTPAaMM M MOJIYYalOT OIBIT. 3@ YJIOBOJILCTBHE OHM ILIATST: 1OKYHAIOT JMCK,
OIJIAYMBAIOT A0OHEMEHT UM NPUOOPETAIOT KAKHe-TO OIIIHH.

Bce aTu cpejcTBa UlyT Ha MOJJIepXKAHKUE U Pa3BUTHE UIPbI, @ TAKIKE HA caMy
0e3011aCHOCTh: COBEPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
nat4yu (UMQpOBBIE 3aIUIATKH JUIst IPOrPaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX Hrpax CTOMT OIacaThCsi HE CTOJBKO CBOMX COIIEPHHKOB,
CKOJBKO KpaXKM TBOEro MapoJsi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpH3alluH
OOJIBILIMHCTBA UIP.

OcHOBHBIE COBETHI 10 6€30I1aCHOCTH TBOEI'0 UI'POBOI'O aKKayHTa:

1. Eciin apyroii urpok BejeT ceds MJI0X0 HIIM CO37aeT Tede HeNpUATHOCTH,
3a0JIOKHpYH €ro B CIIMCKE UIPOKOB;



2. Ioxanyiicst aAIMUHUCTpATOPaM MIPbl HA IUIOXO€ IOBEAEHHE YTOTO UIPO-
Ka, JKeJIaTeJIbHO IPHIIOKUTh KaKMe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBail tnunyio nadopmanuio B npodaiie urpbl;

4. YBaxail Ipyrux y4acTHHKOB I10 UI'pe;

5. He ycranasinuBail Heo(pUIMAIbHBIE [IATYU U MOJLbI;

6. Mcrione3yit cllokKHBIE M pa3HbIE [1apOJiH;

7. Jlaxxe BO BpeMs UIpbl HE CTOMUT OTKJIIOYaTh aHTUBUpYC. [loka Twl Mrpa-
€lllb, TBOM KOMIIBIOTEP MOI'YT 3apa3uTh.

@UIIKMHT MM KpaXka JIMYHBIX JIaHHBIX

OOpIvHON KpaxeH JICHer M JIOKYMCHTOB CEIr'O/IHS YK€ HUKOI'O HE y/JMBHIb,
HO ¢ pa3BUTHEM HMHTEPHET-TEXHOJOIMH 3JI0yMBIIUICHHUKH [EPEMECTHIUCh B MH-
TEPHET, U POAOJIKAIOT 3aHUMATLCS "TIOOUMBIM" J1€JI0M.

Tak mnosBuIach HOBas yrposa: MHTCPHET-MOLICHHUYECTBA WM (DUIIHMHI,
r71aBHas Lellb KOTOPOro COCTOUT B IOJYYEHUH KOH(PUACHIMAIBHBIX JTaHHbBIX T10J1b-
30BaTeNIel - JIOrMHOB M napoJied. Ha anrnuiickoM s3pike phishing uuraercs kax
¢umunr (ot fishing - peibnas sioBist, password - naposn).

OcHoBHBIE COBETHI 110 00prdE ¢ QUILIHHIOM:

1. Ciean 3a CBOMM aKKayHTOM. EcCiM Thl 110/103peBaeiib, YTO TBOS aHKETa
Obla B3J0MaHa, TO HEOOXOAUMO 3a0JIOKMPOBAaTh €€ U COODIIUTE aAMUHUCTPATO-
pam pecypca 00 3TOM Kak MOXKHO CKopee;

2. Ucnone3yii 6e3omnacHble BeO-CalThl, B TOM YMCIIe, MHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHUCTEM;

3. Hcnonp3yi clloxkHble W pasHble napoiu. Takum oOpaszom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUIEHHHUKH I10Ty4YaT JAOCTYI TOJIBKO K OJIHOMY TBOEMY IpO-
(U0 B CETH, a HE KO BCEM;

4. Eciu Te®s B3J0MalIM, TO HEOOXO0MMO HIPE/IyIPE/IMTh BCEX CBOUX 3HAKO-
MBbIX, KOTOpbIe J100aB/ieHbl Y TeOsl B JIpY3bsiX, O TOM, YTO TeOs B3JIOMAJIM U, BO3-
MOKHO, OT TBOEro MMeHHU OyJeT pacchUIaThCsl CIIaM M CCHUIKM Ha (DPUILHHIOBbLIE
CaMTHI;

5. YcranoBu HajexHbl# maposib (PIN) Ha MoOunbHBIA Tesedon;

6. OTkioun coxpaHeHue naposs B Opaysepe;

7. He oTkpeiBail ¢aiinbl v JApyrue BIOKEHHUs B IHCbMax, /axe ¢ClU OHM
IPULLIA OT TBOMX JApy3eil. Jlyduie yro4Hu y HHX, OTIIPABISUIA JIK OHU TeOe ITH
(haibl.

[{udposas peryranus

[{udpoBas pernyranus - 3TO HEraTUBHAs WJIM [MO3UTHUBHAs MH(QOpMAaLUs B
cetd o tebe. Komnpomerupyromas nHbopManus, pazMelieHHas B MHTepHeTe, MO-
KET Cepbe3HbIM 00pa30M OTPa3UTLCS Ha TBOECH peasibHOM xu3HU. "Lludposas pe-
myTauusa" - 3TO TBOH MMHUIK, KOTOpbIH (hopmupyercs u3 undopmauuu o rede B
MHTEPHETE.

TBoe MecTo KUTeJIbCTBA, yueObl, TBOe ()MHAHCOBOE 110J107KEHUE, 0CODEHHO-
CTH XapakKTepa U pacckasbl 0 OJIM3KUX - BCE DTO HAKaIlJIMBACTCH B CETH.

MHorue nojpocTKy JIErKOMbICIIEHHO OTHOCSTCS K IyOJIMKALMKU JIHYHON HH-
¢opmauuu B MurepHere, HE MNOHUMAas BO3MOMKHBIX [OCHEACTBHA. Tbl Jaxke He



CMOJKeLIb J10rafiaThest 0 TOM, 4To (ororpadusi, pasMelleHHas S JIeT Ha3ajl, crana
IPUYMHON OTKa3a IPUHSTH TeOs Ha paboTy.

KommenTapuu, pasmeutenue tBoux ororpaduii u japyruae JeHCTBUS MOTI'YT
HEe MCYE3HYTh Aa)ke II0CJIe TOro, Kak Thl UX yjanuuib. Thl HE 3HaCIIb, KTO COXpa-
HHWJI 3TY MH(OPMALIKIO, [1011a/1a JIK OHA B IIOMCKOBBIE CUCTEMBI M COXPAHWIIACH JIHU
OHa, a [VIaBHOE: YTO MOAYMAIOT O Te0e OKpYy»Karolue JIIO/IH, KOTOpble HAUAYT W
yBUIAT 3T0. Halitu nndopmanuio MHOro JieT CIycTsi cMoXkeT JIto00H - Kak U3 100-
pbIX NOOYXIACHUH, TAK U C HAMEPEHUEM NPUYUHHUTHL Bpel. DTO MOKET ObITb KTO
YTOJHO.

OcHoBHbBIE COBETHI 110 3alIUTE [IUPPOBOH peryTaluu:

1. Ilogymalii, npex/e yeM 4TO-TO MyOJIMKOBATHL U Ilepejasars y celst B Oiore
WJIA B COLIMAIbHOM CeTH;

2. B nHactpoiikax npoduis yCTaHOBM OIpaHHYEHHs Ha NPOCMOTP TBOEro
NpoduiIst ¥ ero CoAePHKUMOro, caenai ero ToiabKo "ist Jpy3ei";

3. He pasmentaii u He ykasbiBail HHQOpMAIUIO, KOTOpask MOXKET KOro-aubo
OCKOpOIISITL MK OOUIKATD.

ABTOpCKOE I1paBo

CoBpemMeHHbIC WIKOJIbHUKM - aKTUBHBIC 110Jb30BaTe/ M LUUGPOBOIO 1po-
cTpaHcTBa. OQHAKO JAJIEKO HE BCE 3HAIOT, YTO 110Jb30BAHUE MHOTUMHU BO3MOXKHO-
CTSAMH LUPpPoBOro Mupa tpedyer coOIoieHus MpaB Ha UHTEIUIEKTYalbHYIO cO0-
CTBEHHOCTb.

Tepmun "uHTeiIekTyalbHas COOCTBEHHOCTh" OTHOCUTCS K Pa3IMUHBIM TBO-
pPEHHUSM YEJIOBEYEeCKOI'o yMa, HauMHasi ¢ HOBbIX M300peTeHMil U 3HAKOB, 0003Ha-
YAIOLIMX COOCTBEHHOCTH HA HPOAYKTBI M yCIyI'M, ¥ 3aKaHduBas KHUIamu, (oTo-
rpausMH, KHHOQUIBMAMH U MYy3bIKAJIBHBIMH IIPON3BE/ICHUSIMU.

ABTOpPCKHE IIpaBa - 9TO IpaBa Ha MHTEJUIEKTYAIbHYH) COOCTBEHHOCTL Ha
MPOU3BEICHUS HAYKH, JIUTEpaTyphbl U UCKycCTBa. ABTOPCKHE MpaBa BLICTYNAIOT B
Ka4yecTBe rapaHTHH TOr'0, YTO MHTEJIEKTYaJIbHBIH/TBOPUYECKHUH TPyl aBTopa He Oy-
JIeT HaIlpacHBIM, JaCT eMy CIIpaBeUIMBbIE BO3MOXKHOCTH 3apadoTarb Ha pe3ylbra-
Tax CBOEro Tpy/la, MOJYYUTh M3BECTHOCTh M npusHanue. Hukro 0e3 paspelueHus
aBToOpa He MOIKET BOCIIPOU3BOJAUTEH €r0 MPOU3BEIEHUE, PaclpOCTpaHsiTh, Iy0OInY-
HO ACMOHCTpHpOBaTh, lipoJjaBarb, HMIIOPTHPOBATh, IIYCKaTh B IIpOKar, 1'1y6J[H‘11'10
MCIIOJIHATD, [TOKA3bIBATL/UCIIOIHATE B d(Upe Wik pasMelnars B Murepuere.

Hcnonb3zoBanue "nuparckoro” nporpaMmMHOro odecriedeHust MOKET IpuBe-
CTM K MHOTMM PHCKaM: OT IIOTE€PH JI@aHHBIX K TBOMM aKKayHTam J10 OJOKMPOBKH
TBOEI'0 YCTPOMCTBA, IJle yCTaHOBJIEHA HelerajibHas nporpamma. He crout takke
3a0bIBaTh, 4YTO CYILECTBYIOT JierajlbHble M OecCIUIaTHBIC I[IPOIPAMMbI, KOTOpPbIE
MOJKHO HAlTH B CETH.

O noprane

CereBUYOK.p(] - TBOH IIaBHBIM COBETYMK B CETHU. 3/1€Ch Thl MOXKELIb y3HAThH
0 0e30MacHOCTH B CETU IMOHATHBIM M JOCTYIIHBIM S3BIKOM, a IIPX BOZHUKHOBEHHH
KPUTHYECKOH CHUTyal[ud OOpaTUTbCS 3a COBETOM. A TakKe IPHUHATH Y4acTHE B
KOHKYpCax M CTaTh CaMbIM [IU(PPOBBIM I'PAKIaHUHOM!



